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DESCRIPTION 

Mobile node and Method for Mobile Communications 

5 TECHNICAL FIELD 

This invention relates to a method and apparatus for mobile 
communications supported with IP version 6 (hereinafter referred 
to as "IPv6") in order for communications with another 
communication node through the use of the same address while the 
10 mobile node is connected with the other than the home link. 

BACKGROUND ART 

Conventionally, there are such mobile communication 
methods including a description in JP-A-2001-237764 , for example* 

15 Fig. 33 shows a conventional mobile communication method 
described in JP-A-2001-237764. 

In Fig. 33, a radio station comprises hop-number 
information acquiring means 3301 for acquiring hop -number 
information from an accessible radio station, preferentially - 

20 accessing radio station selecting means 3302 for selecting 
preferentially- accessing radio stations, or relay points, out of 
accessible radio stations according to the hop-number inf ormation , 
and signal transfer means 3303 for transferring a transmission 
signal or a signal received from a slave radio station to a 

25 preferentially-accessing radio station or base station. 

In the conventional configuration, however, when the radio 
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station, or mobile node, is distant far from a home agent, a 
shortest path is selected out of the paths for exchange of packets 
between the mobile node and the home agent. The distance to the 
home agent becomes long too in order for a home agent's position 
5 not to change. Therefore, there is a drawback that the load over 
the network is increased by the control packets, such as binding 
update messages, to be sent by the mobile node to the home agent 
in order to register primary care-of addresses. Because the 
packets will pass a long-distance course. Meanwhile, where the 

10 distance increases between the home agent and the mobile node, 
it takes a long time in registering the care-of address. This 
results in a problem of packet loss and delay increase. 

Furthermore, where the resource is deficient for the home 
agent or the mobile node moves out of the range under control of 

15 the home agent, there is a problem that it is impossible to swiftly 
change the home agent of each node. 

DISCLOSURE OF THE INVENTION 

It is an object of the present invention to provide a method 
20 and apparatus for mobile communications which reduces the loss 
and delay of control packets, upon handover, between the mobile 
node and the home agent and relieves the load on the home agent. 

A method of mobile communications of the invention, for 
solving the above-described problem, is that, in a mobile 
25 communication system supporting IPv6, the mobile node can change 
the current home agent with a home agent existing closer when the 
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mobile node and the home agent are far in distance. 

This reduces the load on the network for control packet 
transfer and shortens the time required in registering care-of 
addresses , thereby reducing the loss and delay of packets . Also, 
5 change of the home agent because of the reason of resource 
deficiency or control range of the home agent can be swiftly 
performed. 

A mobile node according to the invention comprises: a 
measuring section for measuring at least any one of a hop number 

10 and communication delay time to a home agent; a home agent 
information acquiring section for acquiring information about a 
home agent as a subject of measurement of the measuring section; 
and a home agent selecting section for changing, when a 
measurement value to the home agent to which the mobile node 

15 belongs becomes equal to or greater than a first predetermined 
value, the belonging home agent into the new home agent ,by using 
the information which acquired in the acquiring section, having 
a measurement value equal to or less than a second predetermined 
value . 

20 Due to this, a change is performed to a home agent smaller 

in hop number or communication delay time, to shorten the path 
for control packet transfer. This can decrease the load over the 
entire network. 

Also, a measuring section of the invention, in a case that 

25 the mobile node is in real-time communication with another node, 
measures a communication delay time to the home agent to change, 
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the belonging home agent by one having a communication delay equal 
to or smaller than a fourth predetermined value when a 
communication delay to the belonging home agent becomes equal to 
or greater than a third predetermined value; and in the case of 
5 not so, the measuring section measures a hop number to the home 
agent to change , the belonging home agent by one having a hop number 
equal to or smaller than a second predetermined value when a hop 
number to the belonging home agent becomes equal to or greater 
than a first predetermined value, . 

10 Due to this , in usual time , a change of home agent is possible 

taking into account a hop number of between the mobile node and 
the home agent. In real-time communication, a change of home 
agent is possible taking into account a communication delay time. 
Accordingly, it is possible to implement communications optimized 

15 in respect of network load and communication delay time. 

Also, the measuring section of a mobile node of the 
invention determines the hop number by computing a difference 
between an initial value of a hop limit field in a header of a 
packet of IP version 6 sent from the home agent and a value of 

20 the hop limit field received. 

Due to this, it is possible to measure a hop number of from 
the home agent over to the mobile node. 

Also, the measuring section of a mobile node of the 
invention determines the communication delay time by measuring 

25 a time of from sending an ICMP echo request packet to the home 
agent to receiving an ICMP echo reply packet. 
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Due to this, it is possible to measure a round trip time, 
hence enabling to estimate a distance of from the home agent to 
the mobile node . 

Also, the measuring section of a mobile node of the 
5 invention increases a measuring frequency of communication delay- 
time when the moving speed of the mobile node is high, and decreases 
the measuring frequency when the moving speed is low. 

Due to this, the transmission frequency of ICMP echo request 
packets is changed by a moving speed of mobile node . Accordingly, 
10 even when the moving speed is high, it is possible to follow up 
a change of distance between the home agent and the mobile node. 
When the moving speed is low, it is possible to suppress useless 
traffic flowing over the network. 

Also, the measuring section of a mobile node of the 
15 invention sends an ICMP echo request packet when the number of 
times of connection changes to the access router becomes an 
integer times a fifth predetermined value. 

Due to this, ICMP echo request packets are sent based on 
the number of times of access router changes, in view of the point 
20 that, when the moving speed of mobile node is high, there are 
frequent changes of access router while, when the moving speed 
of mobile node is low, there are less changes of access router. 
Accordingly, it is possible to suppress useless traffic from 
flowing over the network. 
25 A home agent according to the invention comprises: a home 

agent information notifying section for answering a registration 
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refusal in a case that, when receiving a registration request from 
a mobile node, the home agent is deficient in unoccupied resource. 

This can prevent the communication trouble due to resource 
deficiency. 

5 Also, a home agent of the invention further comprises a home 

agent inf ormation storing section for storing home agent 
information including an address and current resource information 
of another home agent, wherein the home agent information 
notifying section answers the registration refusal and selects 
10 a home agent suited for a predetermined condition from the home 
agent information storing section to thereby answer home agent 
information of the selected home agent. 

Due to this , because an alternative home agent is introduced, 
the mobile node can find another home agent in a brief time. 
15 Also, a home agent according to the invention is selected 

based on the predetermined condition, at least any of a maximum 
in unoccupied resource and a minimum in load. 

Due to this, because selection is not made for a home agent 
deficient in unoccupied resource or excessive in load, it is 
20 possible to prevent the communication trouble due to those. 

Also, a home agent according to the invention comprises: 
a home agent information notifying section for answering a 
registration refusal in a case that, when received a registration 
request from a mobile node, the mobile node entered a 
25 predetermined sub-network. 

Due to this, it is possible to prevent managing a mobile 
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node existing on a sub-network not suited for being managed. 

Also, a home agent of the invention further comprises a home 
agent information storing section for storing home agent 
information including an address of another home agent, wherein 
5 the home agent information notifying section answers the 
registration refusal and selects a home agent having as a control 
range the sub-network from the home agent information storing 
section to thereby answer home agent information of the selected 
home agent. 

10 Due to this, the mobile node can find, in a brief time, a 

home agent managing a sub-network to be accessed by itself. 

Also, in a home agent of the invention, the registration 
refusal and the home agent information are an addition of a home 
agent information option to a binding acknowledgement message. 

15 Due to this, the home agent information field is added to 

a binding acknowledgement message. Accordingly, it is possible 
to know information of a new home agent simultaneously with a 
refusal message. 

Also, a home agent according to the invention comprises: 

20 a home agent information notifying section for notifying, when 
receiving a notification for changing a home agent and an address 
of a changed- to home agent from a belonging mobile node, the 
changed- to home agent of an entry content concerning the mobile 
node of a binding cache. 

25 Due to this, because the former home agent transfers a 

binding cache to the new home agent, the former information can 
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be taken over after a change of home agent. 

An access router according to the invention comprises: a 
home agent information storing section for storing home agent 
information including an address of a home agent; and a home agent 
5 information notifying section for notifying a mobile node, as a 
slave, of home agent information about a neighboring home agent 
stored in the home agent information storing section. 

Due to this, because the access router is storing the 
information of neighboring home agents , the mobile node is allowed 
10 to enter a change operation of home agent simultaneously with a 
change of access router. 

Also, the home agent information notifying section of an 
access router of the invention notifies the mobile node of home 
agent information when requested from the mobile node. 
15 Due to this, because the mobile node requests home agent 

information, the mobile node can get the information about a new 
home agent immediately after determining a change of home agent 
in the mobile node. 

Also, the home agent information notifying section of an 
20 access router of the invention periodically notifies the mobile 
node of home agent information. 

Due to this, the mobile node is allowed, always, to know 
neighboring home agent. 

A home agent information storing server according to the 
25 invention comprises: a home agent information storing section for 
holding home agent information including an address of a managing 



WO 03/088615 PCT/JP03/04898 

9 

home agent; a home agent information notifying section for 
notifying at least one of a mobile node, access router and home 
agent in connection to a network of the home agent information 
selected from the home agent information storing section. 
5 Due to this, because home agent information storing server 

is storing the information of neighboring home agents, the other 
communication apparatus is allowed to readily get home agent 
information. 

Also, in a home agent information storing server of the 
10 invention, the home agent information storing section further 
holds at least one piece of information of current unoccupied 
resource and load of the managing home agent. 

Due to this, the other communication apparatus is allowed 
to readily get the information about current unoccupied resource 
15 and load. 

Also, a home agent information storing server of the 
invention further comprises a home agent information acquiring 
section for receiving the information from the managing home agent 
and updating the home agent information storing section. 

20 Due to this, because the home agent sends information to 

the home agent information storing server, it is easy to get home 
agent information. 

Also, a home agent of the information further comprises a 
home agent information acquiring section for acquiring the home 

25 agent information from the home agent information storing server 
according to the invention. 



WO 03/088615 PCT/JP03/04898 

10 

Due to this, because the home agent gets home agent 
information from the home agent information storing server, the 
home agent can be simplified in configuration. 

Also, a home agent of the invention is characterized to send 
5 information of own load and unoccupied resource to the home agent 
information storing server according to the invention. 

Due to this, the home agent information storing server is 
allowed to readily get home agent information. 

Also, an access router of the invention further comprises 
10 a home agent information acquiring section for getting the home 
agent information from the home agent information storing server 
of the invention. 

Due to this, because the access router gets home agent 
information from the home agent information storing server, the 
15 access router can be simplified in configuration. 

Also, in a mobile node of the invention, the home agent 
information acquiring section gets the home agent information 
from the home agent information storing server of the invention. 

Due to this, because the mobile node gets home agent 
20 information from the home agent information storing server, the 
mobile node can be simplified in configuration. 

Also, the home agent information acquiring section in a 
mobile node of the invention is notified of information for the 
home agent from the home agent of the invention. 
25 Due to this, the home agent information about a new home 

agent can be readily known. 
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Also, the home agent selecting section of a mobile node of 
the invention selects, preferentially, a home agent satisfying 
at least any of conditions of greatest unoccupied resource, 
minimum load, least hop number and shortest communication delay 
5 time. 

Due to this, the mobile node is allowed to select a home 
agent best suited for the condition. 

A method for mobile communications according to the 
invention comprises: a step of measuring at least any one of a 
10 hop number and communication delay time to a belonging home agent 
by a mobile node; a step of requesting a belonging home agent to 
delete registration and a new home agent to make registration, 
when a result of measurement becomes equal to or greater than a 
predetermined value; a step of deleting a registration of the 
15 mobile node by the belonging home agent; and a step of registering 
the mobile node by the new home agent. 

Also, in a method for mobile communications of the invention, 
the new home agent is to be selected preferentially a home agent 
satisfying at least any of conditions of greatest unoccupied 
20 resource, minimum load, least hop number and shortest 
communication delay time. 

Also, in a method for mobile communications of the invention, 
the new home agent is notified from a home agent information 
managing server for managing information about home agents to the 
25 mobile node. 

As described above, according to the invention, even where 
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the mobile node and the home agents are distant in space, network 
load can be relieved and handover of mobile node is smoothly 
carried out. Also, it is possible to swiftly eliminate the 
resource deficiency of home agent and change the control range. 

5 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a diagram showing a configuration of a mobile 
communication system and a packet path in a first embodiment of 
the present invention. 
10 Fig. 2 is a diagram of a packet path in the first embodiment 

of the invention. 

Fig. 3 is a configuration diagram of a mobile node in the 
first embodiment of the invention. 

Fig. 4 is a flowchart showing a mobile node operation in 
15 the first embodiment of the invention. 

Fig. 5 is a flowchart showing a mobile node operation in 
the first embodiment of the invention. 

Fig. 6 is a configuration diagram of a mobile node in the 
first embodiment of the invention. 
20 Fig. 7 is a flowchart showing a mobile node operation in 

the first embodiment of the invention. 

Fig. 8 is a configuration diagram of an access router in 
the first embodiment of the invention. 

Fig. 9A is a figure showing a home agent information 
25 management table in the first embodiment of the invention. 

Fig. 9B is a figure showing a home agent information 
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management table in the first embodiment of the invention. 

Fig. 10 is a configuration diagram of a home agent in the 
first embodiment of the invention. 

Fig. 11 is a flowchart showing a home agent operation in 
5 the first embodiment of the invention. 

Fig. 12 is a diagram showing a packet path in the first 
embodiment of the invention. 

Fig. 13 is a configuration diagram of a mobile communication 
system in a second embodiment of the present invention. 
10 Fig. 14 is a diagram showing a packet path in a second 

embodiment of the invention. 

Fig. 15A is a flowchart showing a home agent information 
storing server operation in the second embodiment of the 
invention. 

15 Fig. 15B is a flowchart showing a mobile node operation, 

an access router operation , and a home agent operation in the 
second embodiment of the invention. 

Fig. 16 is a configuration diagram of a home agent 
information storing server in the second embodiment of the 

20 invention. 

Fig. 17 is a diagram showing a configuration of a mobile 
communication system arid a packet path in a third embodiment of 
the present invention. 

Fig. 18 is a flowchart showing a mobile node operation in 
25 the third embodiment of the invention. 

Fig. 19 is a flowchart showing a mobile node operation in 



WO 03/088615 PCT/JP03/04898 

14 

the third embodiment of the invention. 

Fig. 20 is a configuration diagram of a home agent in the 
third embodiment of the present invention. 

Fig. 21 is a flowchart showing a home agent operation in 
5 the third embodiment of the invention. 

Fig. 22 is a flowchart showing a home agent operation in 
the second embodiment of the invention. 

Fig. 23 is a diagram showing a prefix table in the third 
embodiment of the invention. 
10 Fig. 24 is a diagram showing a configuration of a mobile 

communication system and a packet path in a fourth embodiment of 
the invention. 

Fig. 25 is a figure showing a registration/deregistration 
request message in the first embodiment of the invention. 
15 Fig. 26 is a figure showing a registration answer message 

in the first embodiment of the invention. 

Fig. 27 is a figure showing a binding cache information 
request message in the first embodiment of the invention. 

Fig. 28 is a figure showing a binding cache information 
20 notifying message in the first embodiment of the invention. 

Fig. 29 is a figure showing a home agent information request 
message other than an access router in the invention. 

Fig. 30 is a figure showing a home agent information 
notifying message other than an access router in the invention. 
25 Fig. 31 is a figure showing a home agent information request 

message to an access router in the invention. 



WO 03/088615 PCT/JP03/04898 

15 

Fig. 32 is a figure showing a home agent information 
notifying message from an access router in the invention. 

Fig. 33 is a configuration diagram of a conventional radio 
station. 

5 

BEST MODE FOR CARRYING OUT THE INVENTION 

The present invention will now be explained in conjugation 
with the drawings. 
( Embodiment 1 ) 

10 Fig. 1 is a configuration diagram of a mobile communication 

system in embodiment 1 of the present invention. 

In Fig. 1, a mobile node 10 is a mobile communication 
terminal, and home agents 11, 14 are routers to which the mobile 
node 10 can be allowed to register the current care-of addresses. 

15 Access routers 12, 15 are routers accessible to the Internet to 
which the mobile node 10 can be allowed to access. Control ranges 
13, 16 are respective ranges in which the access router 12, 15 
can have communications. A correspondent node 17 is a 
communication terminal for communications with the mobile node 

20 10, while an IP network 18 is an electric communication line over 
which an IP protocol is supported. 

With the configuration of Fig. 1, the operation is explained 
in the below. 

First, the mobile node 10 has an access to the access router 
25 12 to get a care-of address, and then sends the home agent 11 a 
binding update message requesting a registration ( step S301) . 
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The home agent 11 replies a binding agreement message allowing 
the mobile node 10 for registration ( step S302). 

Next , the mobile node 10 moves to have an access to the access 
router 15, to get a new care-of address. Thereafter, a binding 
5 update message is sent to the home agent 11 (step S303). 

Next, the home agent 11, after receiving the binding update 
message 303, measures a hop number (the number of router stages 
to pass) to the mobile node 10 and measures a communication delay 
time. When the measured hop number value or communication delay 

10 time is equal to or greater than a predetermined threshold, the 
home agent 11 sends the mobile node 10 a binding acknowledgement 
message instructing for a change of home agent (step S304). 
Otherwise, when the mobile node 10 receives the binding 
acknowledgement message (step S304), it is possible to measure 

15 a communication delay time together with a hop number to the home 
agent 11 thereby determining a change of home agent. 

Then, when determining a change of home agent, the mobile 
node 10 sends the access router 15 a home agent request message 
requesting home agent information, such as an address of a 

20 neighboring home agent (step S305). 

Next, the access router 15, when receiving the home agent 
request message (step S305) , selects a suitable home agent from 
a home agent information management table as a set of pieces of 
home agent information about neighboring home agents being held, 

25 and sends the mobile node a home agent information notifying 
message describing the information about the selected home 
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agent(step S306) . ( % 

Then, the mobile node 10 , after receiving the home agent 
information notifying message (step S306), measures a 
communication delay time together with a hop number to the home 
5 agent described in the message. In the case both or any of the 
measured hop number and communication delay time is equal to or 
smaller than a predetermined threshold, the mobile node 
determines a change to that home agent. Herein, explanation is 
made on a case with a change of from a home agent 11 to home agent 

10 14, by using Fig. 2. 

the mobile node 10 sends the home agent 11 a binding update 
message 3950 that the lifetime field 3922 shown in Fig. 25 is set 
at 1 0 ' (step S901) , and a changed- to home agent 14 a binding update 
message 3950 which is set the home agent registration request flag 

15 (H) 3921 requesting for a registration (step S902) . 

Next, the home agent 11, after receiving the binding update 
message 3950(step S902), deletes the mobile node of an entry to 
the old home address. Also, the changed- to home agent 14, after 
receiving the binding update message 3950 (step S902), generates 

20 or updates an entry to mobile node 10. 

Next, the home agent 11 transmits a binding acknowledge 
message 4050 which is the registration reply message which 
notifies having recognized the registration shown in Fig. 26 to 
the mobile network 10 (Step S903). 

25 Next, explanation is made on the detailed operation of each 

apparatus. . 
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Fig. 3 is a diagram showing a mobile node 10 configuration. 
A communicating section 1100 is for wireless -connection to the 
access router. A data link interface 1101 is to exchange packets 
with a data link layer. An IP processing section 1102 is to carry 
5 out IP processes including mobile IP. A higher layer interface 
1103 is to exchange packets with an application section 1110 as 
a higher layer. A home agent selecting section 1104 is to select 
one out of a plurality of home agents. A home agent information 
management storing section 1105 is to store home agent information. 

10 A hop-number measuring section 1106 is to measure a hop number 
to the home agent or correspondent node. A home agent information 
acquiring section 1107 is to acquire home agent information. A 
communication delay time measuring section 1108 is to measure a 
communication delay time to the home agent or correspondent node . 

15 An application section 1110 is to provide a service the mobile 
node possesses. 

Next, the operation of the mobile node 10 is explained by 
using the flowchart of Fig. 1, Fig. 2 and Fig. 4. 

When the mobile node 10 moves to a different access router, 

20 the communication section 1100 detects a handover and notifies 
it to the home agent selecting section 1104 (step S1501). 

Then, the home agent selecting section 1104 sends the home 
agent 11 a binding update message 3950(step S1502) , and waits for 
a reception of a binding acknowledgement message 4050 from the 

25 home agent 11 (step S1503). Incidentally, Step S1502 corresponds 
to Step S303 of Fig. 1. 
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Next, the mobile node 10 receives a binding acknowledgement 
message 4050 from the home agent 11 (step S1504) and makes sure 
of whether a home agent change instruction flag 4032 to be set 
on the home agent 11 has been set or not (step S1505). Herein, 
5 the format of binding acknowledgement message 4050 is shown in 
Fig. 26. Also, the home agent change instruction flag (C) 4032 
is to instruct the mobile node to change the home agent. 
Incidentally, Step S1504 corresponds to Step S304 of Fig. 1. 

When this home agent change instruction flag 4032 has not 

10 been set, i.e. when a binding acknowledgement message 4050 
representative of a successful registration is received, the home 
agent selecting section 1104 carries out a binding 
acknowledgement process, such as updating a binding update list 
(step S1508) . Thereafter, the process returns to the step S1501. 

15 on the other hand, when receiving a binding acknowledgement 

message 4050 in which the home agent change instruction flag 4032 
has been set, the home agent selecting section 1104 carries out 
the following home agent selecting process (step S1506). 
This selecting process is explained in the below. 

20 First, the home agent information acquiring section 1107, 

in order to acquire the information of a changed- to candidate home 
agent, sends the access router 15 a home agent information request 
message (step S305) and waits for a home agent information 
notifying message as a reply thereto. Fig. 31 shows a format of 

25 home agent information request message 4550. This home agent 
information request message 4550 is an addition of a flag (H) 4501 
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representative of a request for home agent information to the 
conventional router solicitation message. 

Next, the home agent information acquiring section 1107, 
after receiving a home agent information notifying message 4650 
5 shown in Fig. 32 from the access router 15 (step S306) , holds the 
content thereof in the home agent information storing section 
1105. 

Fig. 32 shows a format of home agent information notifying 
message 4650. As shown in Fig. 30, the home agent information 

10 notifying message 4650 is a router advertisement message 4610 
which is added with a home agent information option 4040 that 
includes a home agent information. The home agent information 
option 4040 contains home agent addresses, resource information, 
load information and so on. 

15 Meanwhile, in the case that a home agent address and hop 

number or a communication delay time is included in the home agent 
information notifying message 4650, the home agent selecting 
section 1104 decides as a changed-to agent a home agent minimal 
in hop number or communication delay time of among those included 

20 in the message. 

Meanwhile, the home agent selecting section 1104 may set 
a predetermined threshold in a Hop Limit field of an I CMP echo 
request message so that, when the ICMP echo reply message is sent 
back, the home agent as a destination can be determined as a 

25 changed-to agent. 

Incidentally, the home agent selecting section 1104 may 
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hold, by manual setting, a home agent address of changed- to 
candidate in the home agent information management table 1105. 

Meanwhile, in the case only a home agent address is included 
in the message, the hop-number measuring section 1106 sends a 
5 packet for the hop-number measuring section 1106 to measure a hop 
number to the address shown in the message. For example, this 
packet is an ICMP echo request message . As a reply thereto , waited 
is an ICMP echo reply message from the home agent. IPv6 Base 
Header 3900 as shown in Fig. 25 is attached to these messages. 

10 The hop-number measurement is performed using the Hop Limit field 
3901 in this header. Namely the hop-number measuring section 1106 
receives the ICMP echo reply message and makes reference to a field 
(Hop Limit field 3901) representative of a hop number in a 
received-message IP header, to determine a difference from an 

15 initial value set at the hop-number measuring section 1106 thereby 
measuring a hop number. Otherwise, hop-number measurement is 
made by using a traceroute command. 

Meanwhile, the communication delay time measuring section 
1108 measures a communication delay time. This measurement is 

20 by that the timer which is not shown in Fig. 3 measures a time 
of from sending an ICMP echo request message to receiving the ICMP 
echo reply message. 

The home agent selecting section 1104, in case both or any 
one of the measured hop number and communication delay time is 

25 equal to or smaller than a predetermined hop number or 

» communication delay time, determines a change to that home agent. 
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Also, the home agent selecting section 1104, unless both or any 
one of the hop number and communication delay time for all the 
addresses included in a home agent information option 4040 of the 
home agent information notifying message 4650 is equal to or less 
5 than a predetermined hop number or communication delay time, 
determines as a changed-to agent a home agent smallest in the hop 
number or communication delay time including the current home 
agent or otherwise does not make a change of home agent. 
Incidentally, the home agent selecting section 1104, in case only 
10 one home agent address is included in the home agent information 
notifying message 4650, determines that home agent as a changed-to 
agent . 

The above is the home agent selection process (step S1506) . 

Next, the home agent selecting section 1104, after 
15 selecting a changed-to home agent 14, carries out the below home 
agent change process (step S1507). 

First, the home agent selecting section 1104 sends, to the 
home agent 14 determined as a changed-to agent, ICMP mobile prefix 
request message to request a home prefix which is subnetwork 
20 prefix of a home link, thus waiting for a ICMP mobile prefix 
advertising message. 

Next, the home agent selecting section* 1104, after 
receiving a home prefix notifying message, generates a home 
address . 

25 Thereafter, as shown in Fig. 2, the home agent selecting 

section 1104 sends the home agent 11 a binding update message 3950 
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(step S901) that a formerly-used home address is set to the home 
address destination option and a Lifetime field 3992 is set at 
' 0', and further sends the changed-to home agent 14 a binding 
update message 3950 of home registration (step S902). 
5 The above is the home agent changing process (step S1507). 

Thereafter, the process returns to step S1501. 

This embodiment shows the case that the home agent measured 
a hop number and communication delay time, to notify a change of 
home agent to the mobile node 10. However, the measurement of 
10 a hop number and communication delay time can be on the mobile 
node 10. The operation in such a case is explained by the use 
of the flowchart of Fig. 5. 

The difference from the operation shown in Fig. 4 lies in 
that, in step S2605 and step 2606, the mobile node 10 does not 
15 receive a notification of a change instruction of home agent from 
the home agent 1 1 but measures , when receiving a binding 
acknowledgement message 4050, a hop number and communication 
delay time thereby determining whether to change the home agent 
or not. Namely, the home agent selecting section 1104, when 
20 receiving a binding acknowledgement message 4050 (step S2604), 
instructs the hop-number measuring section 1106 and communication 
delay time measuring section 1108 to make a measurement of both 
or any one. 

The hop-number measuring section 1106 measures a hop number 
25 to the home agent 11 (step S2605) while the communication delay 
time measuring section 1108 measures a communication delay time 
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(step S2606) . From a measured hop number and communication delay 
time, the home agent selecting section 1104 makes a comparison 
with a predetermined value (step S2607). Otherwise, the hop- 
number selecting section 1106 and communication delay time 
5 measuring section 1108 compare these with respective 
predetermined values , to output a result thereof to the home agent 
selecting section 1104. Incidentally, selecting a home agent 
using a hop number and communication delay time is possible by 
the following method. 

10 Next, the home agent selecting section 1104 compares the 

predetermined value #3 as the hop- number and communication delay 
time which were measured like the home agent (S2607). The 
subsequent processing step S208 or subsequent step S2610 is the 
same as above-mentioned step S1506 or above-mentioned step S1508. 

15 Fig. 6 is a configuration diagram of the mobile node 10 in 

this case. Meanwhile, Fig. 7 is a flowchart showing the operation 

of mobile node 10. 

In Fig. 6, a hop-number/communication-delay- time measuring 

section 2508 measures a hop number and communication delay time 

20 (step S2705) . 

The measurement results can be changed in their 
applications depending upon a communication content. For 
example, in case the communication content between the mobile node 
10 and the correspondent node 17 has a real-time nature such as 

25 voice communication, the home agent is changed by communication 
time measurement. If not so, home agent change can be by 
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hop-number measurement. Otherwise, by computing a value taking 
account of both of communication delay time and hop number, the 
home agent is changed depending upon a magnitude thereof. For 
example, used is a determination value A to be computed in Equation 
5 (1). 

A = a x (communication delay time) + P x (hop number) (1) 
where a, p is a communication delay time and a weight for hop number. 
By adjusting these, it can be changed which one is to be emphasized 
of communication delay time and hop number. 

10 Meanwhile, in the case there are a plurality of 

correspondent nodes , measuring a communication delay time may be 
only for the correspondent node in real-time communication with 
the mobile node 10, thereby changing the home agent. Otherwise, 
by comparing the sum of the values determined in the above Equation 

15 (1) for each correspondent node, the home agent may be changed. 

As described above, because the mobile node measures a hop 
number or communication delay time, there is no need to measure 
a hop number or communication delay time on every mobile node the 
home agent belongs. Consequently, the load on the home agent can 

20 be relieved, enabling load distribution to the mobile nodes. 

Incidentally, the mobile node 10 can use a dynamic DNS 
server (hereinafter referred to as "DNS") in communications with 
the correspondent node 17. In such a case, the home agent 
selecting section 1104 sends the changed-to home agent 14 a 

25 binding update message 3950 and registers a new home address to 
the DNS. Thereafter, the correspondent node 17 can make an 
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Inquiry to the DNS as in the usual and acquire a new home address 
of the mobile node 10, thereby enabling communications. 
Otherwise, the mobile node 10 can notify the correspondent node 
17 of a change of its own home address. 
5 Meanwhile, in the case that the mobile node 10 is in 

communication with the correspondent node 17 via the home agent, 
the mobile node 10 can measure a hop number to the correspondent 
node 17 thereby changing the home agent. In this case, the hop 
measuring section 1106 sends the correspondent node 17 an ICMP 
10 echo request message and receives an ICMP echo reply message as 
a reply thereto. At this time, the received message is being 
tunneled by the home agent, wherein the hop number between the 
mobile node 10 and the correspondent node 17 can be determined 
by the below equation. 

15 

( the hop number between mobile node and correspondent node ) 
= (hop number determined by outer header) + (hop number 
determined by outer header) - 1 

20 Meanwhile, in the case that the mobile node 10 is in 

communication with a plurality of correspondent nodes, 
realization is possible by measuring a hop number on a 
correspondent node in communications most frequently or a 
correspondent node in real-time communications. 

25 Meanwhile, as for communication delay time measurement, 

besides that the mobile node 10 measures a communication delay 
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time each time the access router is changed, the following methods 
may be used: 

1. measuring a communication delay time with a constant 
period, 

5 2. measuring a communication delay time in the case the 

number of times of access router changes becomes an integer times 
a certain value, 

3. measuring a communication delay time in the case the 
moving distance measured by the GPS becomes an integer times a 
10 predetermined value. 

Incidentally, concerning the first item, the mobile node 
10 can be set with an increased frequency of communication delay 
time measurement when the moving speed of the mobile node 10 is 
high, i.e. when the time interval of access router changes is short , 
15 and a decreased frequency of communication delay time measurement 
can be set when the moving speed is low, i.e. when the time interval 
of access router changes is long. 

Also, beside that a change of home agent is decided when 
communication delay time is equal to or greater than a threshold, 
20 it is possible to store past communication delay time to make 
estimation by a transition thereof so that a home agent change 
is decided prior to reaching a threshold or greater. 

As described above, for the mobile node 10, when the hop 
number or communication delay time is greater than a predetermined 
25 value, switching over the home agent makes it possible to reduce 
the route of a control packet via the home agent . This can relieve 
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network load and reduce communication delay. 

Fig. 8 is a diagram showing a configuration of the access 
router 15. A communicating section 1200 is for wireless 
connection with a mobile node 10. A data link interface 1201, 

5 1208 is for packet exchange with the data link layer. An IP 
processing section 1202 is for IP process including mobile IP. 
A home agent information storing section 1203 is stored with the 
information of neighboring home agents . A home agent information 
notifying section 1204 is to notify a mobile node 10 of home agent 

10 information. A hop-number measuring section 1205 is to measure 
a hop number to a home agent . A home agent information acquiring 
section 1206 is to acquire home agent information. A 
communication delay time measuring section 1207 is to measure a 
communication delay time to a home agent. A network interface 

15 1210 is for connection to an IP network. 

The operation of the access router is explained. 
The access router holds a home agent information management 
table 3510 in the home agent information storing section 1203. 
Fig. 9B shows the home agent information management table 3510. 

20 The home agent information management table 3510 includes at least 
one or more home agent address 3501. It may include a hop number 
3505 or communication delay time 3507 at between the access router 
15 and the home agent. The home agent address is acquired by 
manual setting or by DHCP. 

25 Meanwhile, in the case that a hop number is included in the 

home agent information management table 3510, the access router 
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15 makes measurement in advance. 

In the case that the access router 15, in advance, measures 
a hop number to the home agent, the hop-number measuring section 
1205 sends the home agent an ICMP echo request message, to wait 
5 for an ICMP echo reply message from the home agent. The hop- 
number measuring section 1205, after receiving an ICMP echo reply 
message, makes reference to the header in the message, and 
measures a hop number by using a similar method to that of the 
mobile node. The communication delay time is determined by 

10 measuring a time of from sending an ICMP echo request message to 
receiving an ICMP echo reply message. 

Next, explanation is made on the operation at a time that 
the access router 15 receives a home agent information request 
message 4550 from the mobile node 10 by using Fig. 1. 

15 First, the home agent information notifying section 1204, 

after receiving a home agent information request message 4550 from 
the mobile node 10 (step S305) , makes reference to the home agent 
information management table 3510 held by itself and generates 
a home agent information notifying message 4650, to send it to 

20 the mobile node 10. The home agent information notifying 

message 4650, including at least one home agent address, may 
include a hop number of between the access router and the home 
agent . 

Incidentally, as shown in this embodiment, the home agent 
25 inf ormation option 4040 may be included in a router advertisement 
message notifying the prefix information about the access router. 
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or can configure a packet by Itself. 

Incidentally, in the notification method of home agent 
information, a home agent information notifying message 4650 may 
be notified as a reply to a home agent information request message 
5 4550 from the mobile node 10 to the access router 15. Otherwise, 
the access router 15 may notify, by broadcast or multicast, a home 
agent information notifying message 4650 to which the access 
router 15 periodically notifies home agent information, to the 
mobile nodes 10 existing within the control range 16 of the access 
10 router 15. 

Fig. 10 is a diagram showing a configuration of the home 
agent. A network interface 1300 is for connection to the IP 
network. A data link interface 1301 is to exchange packets with 
the data link layer. An IP processing section 1302 is to carry 

15 out an IP process including mobile IP. A home agent information 
storing section 1303 is stored with the information about 
neighboring home agents. A home agent information notifying 
section 1304 is to notify home agent information to the mobile 
node 10. A hop-number measuring section 1305 is to measure a hop 

20 number to a mobile node 10. A home agent information acquiring 
section 1306 is to get home agent information. A communication 
delay time measuring section 1307 is to measure a communication 
delay time to a mobile node 10. 

Explanation is made on the home agent operation when a 

25 mobile node 10 requests a registration to the home agent, by using 
a flowchart of Fig. 1 and Fig. 11. 



WO 03/088615 PCT/JP03/04898 

31 

The network interface 1300, when receiving a binding update 
message 3950 from a mobile node 10 (step S1601), makes a 
notification to the hop-number measuring section 1305 and 
communication delay time measuring section 1307. Incidentally, 
5 Step S1601 corresponds to Step S301 and S303 of Fig. 1. 

Next, the hop-number measuring section 1305 measures a hop 
number of the received message (step S1602), while the 
communication delay time measuring section 1307 measure a 
communication delay time (step S1603) . 

10 The hop-number measuring section 1305 makes reference to 

a field (hop limit field 3901) representing a hop number in an 
IP header of the received binding update message 3950 and 
determines a difference from an initial value set in the mobile 
node 10, thereby determining a hop number. The initial value of 

15 hop limit field 3901 is set to a value common among all the binding 
update messages 3950 . Otherwise, an initial hop limit option 3930 
representative of an initial value is added into the binding 
update message 3950 as showing in Fig. 25. The mobile node 10 
sets the same value as the initial value set in the hop limit field 

20 3901, and the hop-number measuring section 1305 makes reference 
to that field. Otherwise, measurement is possible by the use of 
a traceroute command. 

The communication delay time measuring section 1307 sends 
an ICMP echo request message to the mobile node 10. The 

25 communication delay time measuring section 1307, after receiving 
the ICMP echo request message from the mobile node 10, measures 
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a time of from transmitting the ICMP echo request message to 
receiving the ICMP echo reply message. 

Then, the home agent information notifying section 1304 
determines whether the hop number or communication delay time is 
5 greater than a threshold, or computes a determination value A 
according to Equation (1) on the basis of the value measured by 
the hop-number measuring section 1305 and communication delay 
time measuring section 1307 and compares it with a predetermined 
threshold (step S1604). 

10 In the case that the result of comparison is equal to or 

greater than the predetermined threshold, the home agent 
information notifying section 1304 sets the home agent change 
instruction flag (C) 4032 in the binding acknowledgement message 
4050 shown in Fig, 26 and sends the binding acknowledgement 

15 message 4050 thereof to the mobile node 10 (step S1605) . 
Incidentally, Step S1605 corresponds to Step S302 and S304 of Fig. 
1. 

On the other hand, in the case that the result of comparison 
is smaller than the threshold, the home agent information 

20 notifying section 1304 approves a registration of the mobile node 
10 and processes to home-register the care-of address thereof 
(step S1605) . Then, the home agent information notifying section 
1304, after completing that process, sends the mobile node 10 a 
binding acknowledgement message 4050 set with a value 

25 representative of successful registration to the status field 
(step S1606). Incidentally, Step S1606 corresponds to Step S302 
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and S304 of Fig. 1. 

The threshold differs in its set value depending upon a 
network scale or configuration. For example, for a certain great 
scale of network, the hop number is preferably set at 
5 approximately 10 - 15 hops. 

Now, using Fig. 2, explanation is made on the home agent 
operation in the case the home agent is changed by the mobile node 
10. 

In Fig. 2, after the changed- to home agent 14 has received 

10 a ICMP mobile prefix solicitation message from the mobile node 
10 (step S902) , the home agent information notifying section 1304 
sends the mobile node 10 a ICMP mobile prefix advertisement 
message containing a home prefix information option (step S903) . 
This ICMP mobile prefix solicitation message and the ICMP mobile 

15 prefix advertisement message are specified on the draft "Mobility 
Support in IPv6" of IETF Mobile IP Working Group. Also, the home 
agent information notifying section 1304 generates or updates an 
entry in which the home address of mobile node 10 is associated 
with the current care-of address. 

20 On the other hand, the former home agent 11 erases the entry 

corresponding to the home address of the binding-cache mobile node 
10 by the fact that the home agent information acquiring section 
1306 has received from the mobile node 10 a binding update message 
3950 with the lifetime field 3922 set at 0 (step S901). 

25 As described above, the home agent makes registration and 

erasure of a belonging mobile node 10 in accordance with a request 
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from the mobile node 10. This eliminates the necessity of 
communication of a control packet to and from a mobile node 10 
having moved far in distance, making it possible to relieve the 
load on the network and reduce the communication delay to the 
5 mobile node 10. 

Incidentally, in this embodiment, the mobile node 10 sends 
home agent information request message 4550 to the access router 
15 at a time that a home agent information becomes necessary. 
However, it is possible for the access router 15 to periodically 

10 send home agent information notifying message 4650 306 to the 
mobile node 10 , so that the mobile node 10 can store the information 
thereof in the home agent information storing section 1105. 

Also, in the present invention, the changed- to home agent 
14 generated or updated an entry in which the home address is 

15 associated with the current care-of address, by obtaining 
information from the mobile node 10. However, it is possible for 
the former home agent 11 to send the changed-to home agent 14 a 
binding cache information notifying message containing a 
binding cache entry to mobile node 10 (step S1002). 

20 The concrete example thereof is explained in the below. 

First, the mobile node 10 sends the home agent 11 a binding 
update message 3950 set with a binding cache transfer flag (B) 
3923 instructing to transfer a binding cache entry and having a 
lifetime field 3922 set at zero shown in Fig. 25 (step S1001). 

25 Next, the home agent information acquiring section 1306 of 

the home agent 11, when receiving it (step S1001) , erases the entry 
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in the binding cache corresponding to a home address of mobile 
node 10 . Simultaneously, a binding cache notifying message 1002 , 
containing a binding cache entry corresponding to the mobile node 
10, is sent to the changed-to home agent 14 (step S1002). 
5 Fig. 28 shows a format of binding cache notifying message 

4200. In Fig. 28 , the binding cache notifying message 4200 
includes a binding cache information option 4270. The binding 
cache information option 4270 includes the information about 
mobile node 10 home address, care-of address, lifetime and so on. 

10 The changed-to home agent 14, after receiving the binding cache 
notifying message 4200 (step S1002), generates an entry that the 
home address of mobile node 10 and the current care-of address 
are associated by the home agent information acquiring section 
1306. The changed-to home agent 14 sends the mobile node 10 a 

15 binding acknowledgement message 4050 set with a binding cache 
transfer end flag (B) 4033 shown in Fig. 26 (step S1003). 

Besides, it is possible, as another method, for the 
changed-to home agent 14 to request the former home agent 11 for 
a binding cache entry. Namely, the changed-to home agent 14 , when 

20 receiving a binding update message 3950 set with a binding cache 
transfer flag (B) 3923 from the mobile node 10, sends a binding 
cache information request message 4100 to an address of the former 
home agent 11 shown in the binding information option 3940. Fig. 
27 shows a format of binding cache information request message 

25 4100. As shown in Fig. 27, the binding cache information request 
message 4100 contains a home address option 416. Requested is 
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the entry to the home address set in the home address option 4160. 
At this time, the old home address is inserted to the home address 
option 4160 in the message. The changed home agent 11 , after 
receiving the binding cache information request message 4100, 
5 sends the changed-to home agent 14 a binding cache notifying 
message 4200 containing an entry corresponding to the old home 
address shown in the home address option 4160 of the message. Fig. 
28 shows a format of binding cache notifying message 4200. As 
shown in Fig. 28, the binding cache notifying message 4200 

10 contains a binding cache information option 4270. The binding 
cache information option 4270 includes the information about a 
mobile node 10 home address, care-of address, lifetime and so on. 
The changed-to home agent 14, after receiving the binding cache 
notifying message 4200, generates an entry in which the home 

15 address of mobile node 10 and the current care-of address are 
associated. The changed-to home agent 14 sends the mobile node 
10 a binding acknowledgement message 4050 set with a binding cache 
transfer end flag 4033. 

As described above, because the information about mobile 

20 node 10 is transferred from the former home agent to the changed-to 
home agent, the changed-to home agent is allowed to take over a 
variety of pieces of information, e.g. the latest use information 
of a binding cash entry concerning the mobile node 10. This 
provides the great merit for the mobile-node user. 

25 Meanwhile, although in this embodiment the mobile node 10, 

the access router 15 and the home agent measure a hop number and 
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communication delay time, this is not limitative, i.e. it is 
possible to provide a structure having at least one thereof. In 
such a case, there is no need of switching between the measured 
objects depending on a communication content or computing a 
5 determination value as in Equation (1). 



(Embodiment 2) 

Fig. 13 is a configuration diagram of a mobile communication 
system in a second embodiment of the invention. 

10 This is different from the mobile communication system of 

the first embodiment, in that a home agent information storing 
server 19 is provided to manage home agents . 

The home agent information storing server 19 is stored with 
the addresses, managing prefixes, managing access routers 15, 

15 unoccupied resources and load of the home agents existing on the 
network, in a home agent information management table 3500 shown 
in Fig. 9A. In the case of requested from a home agent, access 
router 15 or mobile node 10, a suitable home agent is selected 
and notified from the home agent information management table 

20 3500. 

For example, as shown in Fig. 13, the access router 15 sends 
a home agent information request message 4550 to the home agent 
information storing server 19 in order to get the information 
about a home agent possessing the same in its control range (step 
25 S701). 

Then, the home agent information storing server 19 selects 
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a home agent having the access router 15 in its control range from 
the home agent information management table 3500 , and sends the 
access router 15 a home agent information notifying message 4650 
containing the information of that home agent (step S702). 
5 Otherwise, as shown in Fig. 14, the mobile node 10 sends 

a home agent information request message to the home agent 
information storing server 19 in order to get the information of 
a home agent having a prefix thereof in its control range (step 
S801) . 

10 Next, the home agent information storing server 19 selects 

a home agent having a prefix of mobile node 10 in the control range 
from the home agent information management table 3500, and sends 
the mobile node 10 a home agent information notifying message 
containing the information of that home agent (step S802). 

15 The operation in the present embodiment configuration is 

explained by using Fig. 14. 

The mobile node 10 moves to have an access to a different 
access router 12, 15, wherein the process up to deciding a change 
of home agent (step S301 to S304) is similar to that of embodiment 

20 1. 

Then, the mobile node 10 , when decided a change of home agent , 
sends a home agent information request message to the home agent 
information storing server 19 (step S801). 

When receiving the home agent request message (step S801) , 
25 the home agent information storing server 19 selects a suitable 
home agent from the home agent information management table 3500 
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and sends the mobile node 10 a home agent information notifying 
message describing the selected home agent (step S802). 

The subsequent process is similar to that of the first 
embodiment . 

5 Incidentally, when the mobile node 10 decides a change of 

home agent, home agent information can be requested to the access 
router 15. In this case, realization is possible by that the 
access router 15 sends the home agent information storing server 
19 a home agent request message and the home agent information 

10 obtained from the home agent information storing server 19 is 
notified to the mobile node 10. 

Now, explanation is made on the operation of each apparatus . 
The configuration of the mobile node 10 is similar to that 
of the first embodiment. 

15 Meanwhile, the operation of the mobile node 10 is different 

from that of the first embodiment in that home agent information 
is acquired from a home agent information storing server 19 . This 
is explained by using a flowchart of Fig. 15B. 

First, the home agent information acquiring section 1107 

20 generates a home agent information request message and sends it 
to the home agent information storing server 19 (step S3404) . Fig. 
29 shows a format of home agent information request message 4300. 
Incidentally, step S3404 corresponds to Step S801 of Fig. 14. 

Then, the home agent information acquiring section 1107 

25 receives the home agent information notifying message from the 
home agent information storing server 19 (step S3405) and stores 
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an address of home agent to the home agent Information storing 
section 1105. Fig. 30 shows a format of home agent information 
notifying message 4450. The home agent information notifying 
message 4450 is added of a home agent information option 4040 as 
shown in Fig. 30. The home agent information option 4040 includes 
IP address, resource information, and load information and so on 
of the home agent. Incidentally, step S3405 corresponds to Step 

S802 of Fig. 14. 

Next, the home agent selecting section 1104 selects a home 
agent (step S3406) . This process, however, is similar to that 
of the first embodiment. 

Now, the operation of the access router 15 is explained. 
Incidentally, the configuration of the access router 15 is similar 
to that of the first embodiment. 

The operation of the access router 15 is different from that 
of the first embodiment in that home agent information is acquired 
from the home agent information storing server 19. 

Fig. 15B is a flowchart which shows operation of an access 
router. 

First, the home agent information acquiring section 1206 
generates a home agent information request message 4300 and sends 
it to the home agent information storing server 19 (step S3404) . 
Incidentally, step S3404 corresponds to Step S701 of Fig. 13. 

Then, the home agent information acquiring section 1206 
receives the home agent information notifying message 4450 from 
the home agent information storing server 19 (step S3405), and 
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stores an address of home agent to the home agent information 
storing section 1203. Incidentally, step S3405 corresponds to 
Step S702 of Fig. 13. 

The subsequent processes are similar to those of the first 

5 embodiment . 

Now, the operation of the home agent is explained. 
Incidentally, the configuration of the same is similar to that 
of the first embodiment. 

The operation of the home agent is different from that of 

10 the first embodiment in that home agent information is acquired 
from the home agent information storing server 19. 

Similarly to the foregoing mobile node and access router , 
the home agent receives a home agent information notifying message 
4450 from the home agent information storing server 19 by the 

15 process shown in the flowchart of Fig. 15B, and selects a suitable 
home agent (step S3404 to step S3406). Besides, the home agent 
information notifying section 1304 of the home agent generates 
a home agent information notifying message 4450 containing the 
information of its own address and resource and periodically sends 

20 it to the home agent information storing server 19. 

Also, when the home agent information acquiring section 
1306 receives a home agent information request message 4300 from 
the home agent information storing server 19, the home agent 
information notifying section 1304 sends , as a reply, a home agent 

25 information notifying message 4450 containing the information of 
its own resource information to the home agent information storing 
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server 19. 

Due to this, the home agent information storing server 19 
is always notified of the most recent piece of information about 
the home agent. 

5 Now, the home agent information storing server 19 is 

explained in the below. 

Fig. 16 is a figure showing a configuration of the home agent 
information storing server 19. A network interface 1400 is for 
connection to the IP network. A data link interface 1401 is to 

10 exchange packets with a data link layer . An IP processing section 
1402 is to carry out IP processes including mobile IP. A higher 
layer interface 1403 is to exchange packets with a higher layer. 
A home agent information storing section 1404 is stored with the 
information of neighboring home agents - A home agent information 

15 notifying section 1405 is to notify the mobile node 10 of home 
agent information. A home agent information acquiring section 

1406 is to acquire home agent information. An application part 

1407 is to offer the service which the home agent information 
storing server 19 has. 

20 Now, the operation of the home agent information storing 

server 19 is explained by using the flowchart shown in Fig- 15A. 

When the network interface 1400 receives a home agent 
information request message 4300 (step S3401), the home agent 
information notifying section 1405 selects a suitable home agent 

25 from the home agent information management table 3500 in the home 
agent information storing section 1404 (step S3402) . 
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Then, the home agent information notifying section 1405 
generates a home agent information notifying message 4450 and 
sends it to a source of sending the home agent information request 
message 4300 (step S3403). 

5 Now, described is a method for acquiring home agent 

information in the home agent information storing server 19. The 
home agent information storing section 1404 holds a home agent 
information management table 3500 shown in Fig. 9A. In the home 
agent information management table 3500, there are stored home 

10 agent addresses (3501) , prefixes under management (3502) , access 
routers (3503) , and information of loads, resources and the like 
(3504). The home agent information management table 3500 is 
updated by receiving a home agent information notifying message 
4450 containing the information of its own address, resource and 

15 the like manually set or sent at a regular interval from each home 
agent. Meanwhile, the information of each home agent in the home 
agent information management table 3500 can be updated by the 
following, i.e. the home agent information acquiring section 1406 
sends a home agent information request message 4300 to a 

20 registered home agent and receives a home agent information 
notifying message 4450 containing own resource information and 
the like from the home agent . The format of home agent information 
request message 4300 and home agent information notifying message 
4450 is similar to that of Figs. 29 and 30. In the case there 

25 is no answer in a predetermined time from a home agent , the relevant 
home agent can be determined not usable. 
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As described above, because the home agent information 
storing server centrally manages the information of the home 
agents under management over the network, it is easy for the mobile 
node or access router to get home agent information. 

5 

(Embodiment 3) 

Embodiment 3 of the invention is different from embodiment 
1 in that a home agent decides a change of the home agent depending 
upon a status of its own unoccupied resource. 

10 Embodiment 3 of the invention is explained by using Fig. 

17. Fig. 17 is a network configuration diagram, which is 
different from embodiment 1 in that a home agent 20 is newly added. 

In a configuration like Fig. 17, the operation is explained 
in the below. The mobile node 10 moves to have an access to a 

15 different access router 15 and gets a new care-of address, 
thereafter sending a home agent 14 a binding update message for 
registration (step S3201). The process up to this is similar to 
that of embodiment 1. 

Next, the home agent 14, after receiving the binding update 

20 message 3950 (step S3201) , makes sure of whether there is, in the 
binding cache, sufficient resource for generating a new entry to 
mobile node 10 . In the case of resource deficiency, the home agent 
14 sets a number representative of resource deficiency in the 
status field 4031 and sends a binding acknowledgement message 4050 

25 describing the information of a changed- to home agent ( step S3202 ) 
thereby refusing a registration of a primary care-of address . The 
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mobile node 10, after receiving the binding acknowledgement 
message 4050 from the home agent (step S3202), decides one home 
agent as changed- to agent out of the home agents described in the 
message. Herein, explanation is on a case of a change from home 
5 agent 11 to home agent 20. 

The mobile node 10 sends the former home agent 11a binding 
update message 3950 in which the lifetime field 3922 is set at 
0 (step S3203), and sends the changed- to home agent 20 a binding 
update message 4050 ( step S3204 ) . The former home agent 11 , after 
10 receiving the binding update message 3950 (step S3204), erases 
the entry related to the old home address of mobile node 10. 

Then, the changed- to home agent 20, after receiving the 
binding update message 3950 (step S3204), generates or updates 
an entry to mobile node 10 . 
15 Now, the detailed operation of each apparatus is explained. 

The configuration of mobile node 10 is similar to that of 
embodiment 1 . 

The operation of mobile node 10 is explained in the below, 
by using Figs. 17 and 18. Fig. 18 is a flowchart showing the 
20 operation of mobile node 10 in this embodiment. 

The process of steps S2901 to S2904 is similar to that of 
steps S1501 to S1504 in the first embodiment. 

Then, the home agent selecting section 1104 makes reference 
to a status field 4031 of a received binding acknowledgement 
25 message 4050 (step S2905). In the case that the value in the 
status field 4031 is set to a number showing a resource deficiency 
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of home agent and the registration is refused, the home agent 
selecting section 1104 makes sure of whether there is added a home 
agent information option 4040 (step S2906). 

Next , in the case that the status field 4031 is not a resource 

5 deficiency but is set to a value representative of a registration 
success, carried out is a binding acknowledgement process such 
as update of a binding update list (step S2907) . Then, the process 
returns to the step S2901. 

Then, the home agent selecting section 1104 checks whether 

10 or not the binding acknowledgement message 3950 is added with a 
home agent information option 4040- In the case of being added, 
selected is an address of one home agent from those (step S2908) . 
The address selection by the home agent selecting section 1104 
may be to randomly select one from one or more home agent addresses , 

15 or may be performed according to a priority determined taking into 
consideration unoccupied resources or the like of home agent* 
Incidentally, the priority may be represented according to a home 
agent address order in the home agent information option 4044 or 
represented according to a magnitude of values in the field added 

20 to show a priority. 

The mobile node 10 , after selecting a changed- to home agent , 
carries out a change process of home agent (step S2909). The 
process content is similar to that of embodiment 1 . 

On the other hand, in the case that there is no addition 

25 of home agent information option 4040 in step S2906, a home agent 
information request message 4550 is sent to the access router 15. 
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After the home agent information acquiring section 1107 receives 
a home agent information notifying message 4650 from the access 
router 15 (step S2910), the process moves to step S2908. 

Meanwhile, a change of home agent is similarly possible on 
5 the case the mobile node 10 moves out of home agent control. Fig. 
19 is a flowchart showing the operation in that case. 

The steps S2901 to S2904 are similar to those of the Fig. 
18 case using a determination criterion of resource deficiency. 
The home agent selecting section 1104, when receiving a binding 

10 acknowledgement message 4050 (step S2904), makes reference to a 
status code and makes sure of whether the status code shows 
out-of -range (step S3105) . In the case of within the control 
range, a binding acknowledgement process is carried out. In the 
case of out of the control range, it is confirmed whether there 

15 is added a home agent information option 4040. From then on, 
operation is similar to that of the resource deficient case. 

Incidentally, the mobile node 10, after receiving a 
candidate home agent from the home agent 14 , can make a selection 
including the measurement result of hop number or communication 

20 delay time as shown in embodiment 1, in determining a changed-to 
home agent. 

The access router 15 is similar to that of embodiment 1. 

Fig. 20 is a diagram showing a configuration of home agent. 
This is different from that of embodiment 1 in that there is no 
25 provision of a hop-number measuring section 1305 and 
communication delay measuring section 1307 and in that the home 
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agent information notifying section 1304 has a function to make 
sure of an unoccupied resource of binding cache. 

Now, the home agent operation is explained by using a 
flowchart shown in Fig. 21. 

The communicating section 1300 , when receiving a binding 
update message 3950 from the mobile node 10 (step S2801), makes 
sure of whether there are sufficient resources for the home agent 
information notifying section 1304 to generate a new entry to 
mobile node 10 in the binding cache (step S2802). Herein, 
resource refers to CPU load, memory remaining capacity, hard disk 
remaining capacity, connection network load, the number of mobile 
nodes accommodated on a program. Incidentally, step S2801 
corresponds to Step S3201 of Fig. 17. 

Next, in the case of sufficient resources, the home agent 
information notifying section 1304 registers the care-of address 
of mobile node 10 to the binding cache (step S2805). 

Then, the home agent information notifying section 1304 
generates a binding acknowledgement message 4050 set with a value 
showing a registration success in the status field 4031 (step 
S2806) and sends it to the mobile node 10 (step S2807). 
Incidentally, step S2807 corresponds to Step S3202 of Fig. 17. 

On the other hand, in the case of resource deficiency, the 
home agent information notifying section 1034 generates a binding 
acknowledgement message 4050 set with a number representative of 
deficient resources in the status field 4031 (step S2803). 

Next, the home agent information storing section 1303 holds 
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a home agent information management table 3500 describing at least 
an address of another home agent and current resource information. 
The home agent information notifying section 1304 , of the home 
agent 11 refusing registration, selects one or more home agents 
5 having a greater unoccupied resource than a predetermined value 
from the held home agent information management table 3500. The 
home agent information notifying section 1304 adds a home agent 
information option 4040 to the binding acknowledgement message 
4050, and sets the selected one or more pieces of home agent 

10 information to that option (step S2804). 

Incidentally, the home agent may include resource 
information in the router advertisement message when architecting 
a home agent list. Also, the home-agent list may be used as a 
home agent information management table 3510. 

15 Then, the process moves to step S2807. 

Meanwhile, although the operation concerning a change of 
home agent is similar to that of embodiment 1 , the following method 
is applicable. 

The home agent information notifying section 1304, after 
20 deciding a changed- to home agent, transfers to the changed- to home 
agent 14 a binding cache notifying message 4200 including an entry 
to mobile node 10 in the binding cache. The changed- to home agent 
14 generates a new home address of mobile node 10 and sends the 
mobile node 10 a binding acknowledgement message 4050 containing 
25 the new address. 

The above explained a change of home agent because of 
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resource deficiency in the home agent. However, the home agent 
can similarly decide a change of home agent in the case that the 
care-of address shown in the binding update message 3950 received 
from the mobile node 10 is out of the control range. The operation 
in that case is explained by using a flowchart of Fig. 22. The 
home agent, when receiving a binding update message 3950 from the 
mobile node 10 (step S2801) , confirms whether the care-of address 
matches with the prefix (3301) included in the address table shown 
in Fig. 23 under management of the home agent (step S3002). 

Incidentally, step S2801 corresponds to Step S3201 of Fig. 17. 

In the case that the care-of address of mobile node 10 is 

out of the control range, generated is a binding acknowledgement 

message 4050 describing a status code representative of movement 

to out-of -control (step S3003). 

The other operation is similar to that in the deficient 

resource case shown in Fig. 21. 

Furthermore, registration refusal is possible depending 

upon a current load status of home agent in place of unoccupied 

resources . 

Also, in the case of changing to another home agent when 
the home agent 11 refuses a registration because the mobile node 
10 goes out of its own control range, a similar method can be used. 

Incidentally, the home agent can be changed also by the 
method shown in Fig. 10 of embodiment 1. 

As described above, when the resource is deficient or load 
is heavy, the home agent refuses a registration requested by a 
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new mobile node 10 • This can prevent the communication trouble 
due to resource deficiency or the like. 

Also, because the mobile node 10 is notified of a suited 
home agent from the home agent, it can find an alternative home 
5 agent in a brief time. 



(Embodiment 4) 

Fig. 24 is a configuration diagram of a mobile communication 
system in a fourth embodiment of the invention. 

10 This is different from the mobile communication system of 

the third embodiment shown in Fig. 17 in that there is added a 
home agent information storing server 19. 

The home agent information storing server 19 is stored with 
the information of addresses, managing prefixes, managing access 

15 routers, unoccupied resources, loads and the like of the home 
agents existing on a network, in a home agent information 
management table 3500 . In the case of requested from a home agent , 
access router or mobile node, a suitable home agent is selected, 
for notification, from the home agent information management 

20 table 3500. For example, in the case that the home agent 14 is 
deficient in resource as shown in Fig. 24, it sends a home agent 
information request message 4300 3203 to the home agent 
information storing server 19 in order to acquire the information 
about another home agent having sufficient resource (step S3211) . 

25 Receiving the request, the home agent information storing 

server 19 selects a home agent having an unoccupied resource from 
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the home agent information management table 3500 and sends the 
home agent 14 a home agent information notifying message 4450 
containing the information about that home agent (step S3212). 
The notified home agent 14, when answering to the mobile node 10 
5 registration-requesting for a registration-refused binding 
acknowledgement message 4050, sends the information of an 
alternative home agent added to the home agent information option 
4040 (step S3213) . 

Next, concerning the operation of each apparatus, the 
10 mobile nodes 10 and the access routers 15 are similar to those 
of embodiment 3. The home agent storing server 19 is similar to 
that of embodiment 2. 

Although the configuration of home agent is similar to that 
of embodiment 3, there is difference from embodiment 3 in that, 
15 in the case that unoccupied resource is deficient when receiving 
a registration request from the mobile node 10 (step S3201) , the 
home agent information acquiring section 1306 goes, for inquiry, 
to the home agent information storing server 19. 

The operation in this case is explained by using a flowchart 

20 of Figs. 24 and 15B. 

First, the home agent information acquiring section 1306 

generates a home agent information request message 4300 and sends 

it to the home agent information storing server 19 (step S3404). 

Incidentally, step S3404 corresponds to Step S3211 of Fig. 24. 
25 Then, the home agent information acquiring section 1306 

receives a home agent information notifying message 4450 from the 
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home agent information storing server 19 (step S3405) thereby 
acquiring the information about home agent. Incidentally, step 
S3405 corresponds to Step S3212 of Fig. 24. 

This allows for the home agent to readily know an 
5 alternative home agent, enabling the mobile node 10 to find an 
alternative home agent in a brief time. 

Incidentally, in the present embodiment, although the home 
agent made an inquiry to the home agent information storing server 
19, the invention is not limited to this. The mobile node 10 
10 itself may send a home agent information request message 4300 to 
the home agent information storing server 19 so that it can 
similarly receive a home agent information notifying message 4450 
and select one home agent address therefrom. 

15 INDUSTRIAL APPLICABILITY 

As described above, the present invention is useful for the 
mobile communications supported with IP version 6, and suited for 
communications with another communication node when the mobile 
node is connected with ones other than the home link. 
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CLAIMS 

1. A mobile node comprising: 

a measuring section for measuring at least one of a hop 
number and communication delay time to a home agent; 
5 a home agent information acquiring section for acquiring 

information about a home agent as a subject of measurement of the 
measuring section; and 

a home agent selecting section for changing, when a 
measurement value to the home agent to which the mobile node 
10 belongs becomes equal to or greater than a first predetermined 
value, the belonging home agent into the new home agent, by using 
the information which acquired in the acquiring section, having 
a measurement value equal to or less than a second predetermined 
value . 

15 2. A mobile node according to claim 1, wherein, in a case 

that the mobile node is in real-time communication with another 
node, the measuring section measures a communication delay time 
to the home agent to change, when a communication delay to the 
belonging home agent becomes equal to or greater than a third 

20 predetermined value, the belonging home agent by one having a 
communication delay equal to or smaller than a fourth 
predetermined value; 

and in the case of not so, the measuring section measures a hop 
number to the home agent to change, when a hop number to the 
25 belonging home agent becomes equal to or greater than a first 
predetermined value, the belonging home agent by one having a hop 



WO 03/088615 PCT/JP03/04898 

55 

number equal to or smaller than a second predetermined value. 

3. A mobile node according to claims 1, wherein the 
measuring section determines the hop number by computing a 
difference between an initial value of a hop limit field in a header 

5 of a packet of IP version 6 sent from the home agent and a value 
of the hop limit field received. 

4. A mobile node according to claims 2, wherein the 
measuring section determines the hop number by computing a 
difference between an initial value of a hop limit field in a header 

10 of a packet of IP version 6 sent from the home agent and a value 
of the hop limit field received. 

5. A mobile node according to claims 1, wherein the 
measuring section determines the communication delay time by 
measuring a time of from sending the home agent an ICMP echo request 

15 packet to receiving an ICMP echo reply packet from the home agent . 

6. A mobile node according to claims 2, wherein the 
measuring section determines the communication delay time by 
measuring a time of from sending the home agent an ICMP echo request 
packet to receiving an ICMP echo reply packet from the home agent . 

20 7 . A mobile node according to claim 1, wherein the measuring 

section increases a measuring frequency of communication delay 
time when the moving speed of the mobile node is high, and decreases 
the measuring frequency when the moving speed is low. 

8 . A mobile node according to claim 3 , wherein the measuring 

25 section sends an ICMP echo request packet when the number of times 
of connection changes to the access router becomes an integer 
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times a fifth predetermined value. 

9. A home agent comprising: a home agent information 
notifying section for answering a registration refusal in a case 
that, when receiving a registration request from a mobile node, 

5 the home agent is deficient in unoccupied resource. 

10. A home agent according to claim 9, further comprising 
a home agent information storing section for storing home agent 
information including an address and current resource information 
of another home agent, wherein the home agent information 

10 notifying section answers the registration refusal and selects 
a home agent suited for a predetermined condition from the home 
agent information storing section to thereby answer home agent 
information of the selected home agent. 

11. A home agent according to claim 10, wherein the 
15 predetermined condition is at least any of a maximum in unoccupied 

resource and a minimum in load. 

12. A home agent comprising: a home agent information 
notifying section for answering a registration refusal in a case 
that, when received a registration request from a mobile node, 

20 the mobile node entered a predetermined sub-network. 

13. A home agent according to claim 12, further comprising 
a home agent information storing section for storing home agent 
information including an address of another home agent, wherein 
the home agent information notifying section answers the 

25 registration refusal and selects a home agent having as a control 
range the sub -network to thereby answer home agent information 
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of the selected home agent. 

14. A home agent according to claims 11, wherein the 
registration refusal and the home agent information are an 
addition of a home agent information option to a binding 
acknowledgement message. 

15. A home agent comprising: a home agent information 
notifying section for notifying, when receiving a notification 
for changing a home agent and an address of a changed- to home agent 
from a belonging mobile node, the changed- to home agent of an entry 
content concerning the mobile node of a binding cache . 

16. An access router comprising: 

a home agent information storing section for storing home 
agent information including an address of a home agent; and 

a home agent Information notifying section for notifying 
a mobile node, as a slave, of home agent information about a 
neighboring home agent stored in the home agent information 

storing section. 

17 . An access router according to claim 16 , wherein the home 
agent information notifying section notifies the mobile node of 
home agent information when requested from the mobile node. 

18 . An access router according to claim 16 , wherein the home 
agent information notifying section periodically notifies the 
mobile node of home agent information. 

19. A home agent information storing server comprising: 
a home agent information storing section for holding home 

agent information including an address of a managing home agent; 
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a home agent information notifying section for notifying 
any one of a mobile node , access router and home agent in connection 
to a network of the home agent information selected from the home 
agent information storing section. 

20. A home agent information storing server according to 
claim 19, wherein the home agent information storing section 
further holds any one piece of information of current unoccupied 
resource and load of the managing home agent. 

21. A home agent information storing server according to 
claim 20, further comprising a home agent information acquiring 
section for receiving the information from the managing home agent 
and updating the home agent information storing section. 

22. A home agent according to claims 10, further comprising 
a home agent information acquiring section for acquiring the home 
agent information from the home agent information storing server 
comprising : 

a home agent information storing section for holding home 
agent information including an address of a managing home agent; 
and 

a home agent information notifying section for notifying 
any one of a mobile node , access router and home agent in connection 
to a network of the home agent information selected from the home 
agent information storing section; 

wherein the home agent information storing section further 
holds any one piece of information of current unoccupied resource 
and load of the managing home agent. 
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23. A home agent according to claim 22, characterized to 
send information of own load and unoccupied resource to the home 
agent information storing server: 

a home agent information storing section for holding home 
5 agent information including an address of a managing home agent; 
and 

a home agent information notifying section for notifying 
any one of a mobile node , access router and home agent in connection 
to a network of the home agent information selected from the home 
10 agent information storing section; 

wherein the home agent information storing section further 
holds any one piece of information of current unoccupied resource 
and load of the managing home agent. 

24. An access router according to claim 16, further 
15 comprising a home agent information acquiring section for getting 

the home agent information from the home agent information storing 
server : 

a home agent information storing section for holding home 
agent information including an address of a managing home agent; 
20 and 

a home agent information notifying section for notifying 
any one of a mobile node , access router and home agent in connection 
to a network of the home agent information selected from the home 
agent information storing section; 
25 wherein the home agent information storing section further 

holds any one piece of information of current unoccupied resource 
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and load of the managing home agent. 

25. A mobile node according to claim 1, wherein the home 
agent information acquiring section gets the home agent 
information from the home agent information storing server: 

a home agent information storing section for holding home 
agent information including an address of a managing home agent; 
and 

a home agent information notifying section for notifying 
any one of a mobile node , access router and home agent in connection 
to a network of the home agent information selected from the home 
agent information storing section; 

wherein the home agent information storing section further 
holds any one piece of information of current unoccupied resource 
and load of the managing home agent. 

26. A mobile node according to claim 1, wherein the home 
agent information acquiring section gets information about a home 
agent notified from the home agent comprising: 

a home agent information notifying section for answering 
a registration refusal in a case that, when receiving a 
registration request from a mobile node, the home agent is 
deficient in unoccupied resource; and 

a home agent information storing section for storing home 
agent information including an address and current resource 
information of another home agent; 

wherein the home agent information notifying section 
answers the registration refusal and selects a home agent suited 
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for a predetermined condition from the home agent information 
storing section to thereby answer home agent information of the 
selected home agent. 

27. A mobile node according to claim 26. wherein the home 
agent selecting section selects, preferentially, a home agent 
satisfying at least any of conditions of greatest unoccupied 
resource, minimum load, least hop number and shortest 
communication delay time. 

28. A method for mobile communications comprising: 

a step of measuring at least any one of a hop number and 
communication delay time to a belonging home agent by a mobile 
node; 

a step of requesting a belonging home agent to delete 
registration and a new home agent to make registration, when a 
result of measurement becomes equal to or greater than a 
predetermined value; 

a step of deleting a registration of the mobile node by the 

belonging home agent; and 

a step of registering the mobile node by the new home agent . 

29 . A method for mobile communications according to claim 

28, wherein as the new home agent is selected preferentially a 
home agent satisfying at least any of conditions of greatest 
unoccupied resource, minimum load, least hop number and shortest 
communication delay time. 

30 . A method for mobile communications according to claim 

29, wherein the new home agent is notified from a home agent 
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information managing server for managing information about home 
agents to the mobile node. 
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Mobile node and mobile communication node measuring hop 
numbers and delay times using I CMP echo requests and replies 
in comnuni cations to a home agent, changing the home agent 
if measurement values surmount predetermined values and 
registering the mobile node with new home agent. 



2.. claims: 9-11, 22, 23 

Home agent for treating registration refusals when the home 
agent is deficient in unoccupied resources. 



3. claims: 12-14 

Home agent for treating registration refusals when a mobile 
node enters a pre-determined sub-network. 



4. claims: 15-21, 24 

Home agent, access router and home agent information storing 
. server for notifying a changed-to home agent of an entry 
concerning a mobile node of a binding cache based on an 
address. 
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